BlueSuiteooo

The right choice for effective Risk Management.

BlueSuite Information Security is an affordable, pre-configured
solution that combines the ISO/IEC 27001:2005 standard, guidance
and a methodology to deliver the highest level of protection, right
out of the box! e
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At Oxial, we understand the commercial challenges PN e /f,:“/o’be N
facing IT and Business managers to improve the ‘
security of information and information systems. In
response, we created BluelS, an industry-wide, best
practice Information Security version of our proven
ERM solution for Operational Risk, BlueSuite, to
deliver the highest standard of protection under
ISO/IEC 27001:2005. Pre-configured to reduce costs
and speed implementation, BluelS can be rapidly
deployed to deliver protection and compliance with
legislation.

Incorporating the ISO/IEC 27002:2005 Code of
Practice, BluelS includes a pre-populated register of
security control clauses matched to 39 security
categories & control objectives and 133 controls, with implementation guidance. Powerful risk
management includes a controls assignment and execution monitoring system, early warning and
incident management system, rich reporting and real-time management dashboards with alerts
and Key Risk Indicators, plus an integrated methodology for monitoring, measuring and
assessing the ongoing effectiveness of key controls.

Everything an organisation requires to manage and continually improve the mitigation of
information security risks is included within a single solution. All you pay is the license fee!

Prestigious client references in International Banking, Asset Management, Insurance, IT

Services, Public Works, Education, Local Government and other Industry Sectors.

Benefits and key features of BlueSuite Information Security include:

Out of the box solution for immediate deployment and integration
Competitive Edge - meet contractual requirements / show that security of confidential information is paramount

Significant saving in time and costs associated with the development of an Information Security Management
System (I1SO27001 standard)

Rapid protection and compliance with legislation

Robust security — reduces risk of fraud, cyber crime, loss of confidential information etc.

Achieve additional savings through better discipline / better controls

No software implementation fees

Pre-populated Register of Security Control Clauses matched to 39 Security Categories & Control Objectives
Controls defined — including implementation guidance for the 133 controls within the Code of Practice
Automated scheduling calendar for controls execution

Pre-packaged capability to develop sophisticated Risk Treatment Plans

Rich reporting and intuitive management dashboards

Keeps you out of trouble
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Overarching visibility of information security risks and controls across the organisation
Fully integrated Incident Management System
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BlueSuiteooo

The right choice for effective Risk Management.

Keeps you out of trouble

What is Information Security?

Information Security is the term used to summarise the procedures and controls in place to
protect information and information systems from unauthorised access, misuse, disruption,
destruction and other risks.

How does it affect the organisation?

Much of the information gathered by Governments, corporations, financial institutions,
hospitals, and private businesses is collected and stored electronically, transmitted over
networks to other computers, or held on various types of storage device.

Should confidential information fall into the hands of a competitor or criminals, such a breach
of security could lead to lost business, lawsuits or even bankruptcy. Protecting confidential
information is a business requirement. Specific legislation relating to Information Security
includes the Data Protection Act 1998 and FSA regulations for regulated firms.
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BlueSuite's intuitive dashboards include dynamic alerts with full drill-down capability. Rich
reporting enables your organisation to demonstrate to clients, prospects and key stakeholders
that all significant Information Security risks and controls are identified, assessed, treated,
monitored and reported, and that governance is strong.

No consultancy fees or implementation costs

All you pay is the license fee!

BlueSuite applications include: BlueRisk, BlueControl, BlueAudit, Risk Reporting, TCF (Treating
Customers Fairly) and BCP (Business Continuity Planning).

Oxial UK Limited is a subsidiary of Oxial Suisse S.A. (est. 2005). BlueSuite is a next-generation risk
management & controls assurance solution, incorporating a powerful suite of applications for
testing and optimising the effectiveness of internal controls, identifying control weaknesses and
trends, and implementing sophisticated risk treatment plans that substantially reduce costs and
operational losses.

Contact: Damon Metrebian

Oxial damon.metrebian@oxial.com
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